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Local Area Network Hosting Services to be Provided

The purpose of this service level agreement (SLA) is to authorize the Department of
Administration, Information Technology Services Division {ITSD), to provide L.ocal Area Network
(LAN) Hosting Services to the Department of Corrections (customer) under the terms and
conditions of this SLA. This service is intended to provide the use of ITSD-owned servers to
meet the customer's LAN requirements. For purposes of this agreement, the following items will
be provided:

Backup and Recovery: Backup and recovery resources will be provided.

Capacity Planning: Ongoing analysis of changes in system utilization to assure
adequate configuration to accommodate ongoing production workload demands.

Confidentiality of Customer Information: The LAN Hosting computing resources will
only be used for the purpose of providing LAN Hosting services. Only those files,
programs, access privileges, and documentation, which are necessary to provide LAN
Hosting services, will be accessed by ITSD.

Disaster Recovery: In the event of a major disaster, ITSD’s Disaster Recovery Plan will
be fully activated triggering the disaster recovery process for critical applications.

Notification of Issues: Known information regarding LAN service degradation,
disruption or unavaitability will be communicated to the Technical Customer Contact,
specified on the most recent attachment to this SLA. The following information regarding
the situation will be communicated

¢ The magnitude of the situation or problem

+ Atime estimate for return to normal service

e Status reports on a regular basis through resolution.

Problems, Questions and Support: Contact the ITSD Customer Service Center at
444-2000, 1-800-628-4917, or via the email address <DOA {TSD Customer Support>.
ITSD Customer Service Center staff will open a ticket and provide customer with the
ticket number.

The Customer requests a 4-hour response time for 4 servers: Central Office, Men’s
Prison, Women's Prison and Pine Hills School. This means ITSD will be actively working
on the server within 4 hours. Backup hardware will be available. Downtime at these sites
must be minimized; other sites have less critical needs and can be down for 24 hours.

Security: Compliance with state security policies and practices as documented on
MINE, the state Intranet Web Page.

Server Configuration and Installation: Configuration of the server and installation of
software on the server.

Standards and Policles: Adherence to established standards and palicies, which
ensure the reliability and manageability of system. ITSD will follow state standards and
policies as documented on MINE, the state Intranet Web Page.

Support and System Upgrades: ITSD is responsible for hardware and operating
system support, including patch and upgrade management. Hardware replacement will
be based on a 4-year cycle.

System Reliability, Stability, and Recoverability: Enhanced through application of
standardized problem/change metheds. Problems and changes are documented in
problem tracking software and are discussed in open meetings.
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Technology Management: The key objective is to stay abreast of technological
advances while minimizing any change-related impact on production reliability. 1TSD will
e Manage ongoing licensing to users

Manage the operating system in a consistent manner

Manage the software configuration in a censistent manner

Evaluate, select and acquire management and productivity tools

Manage the software and hardware investment.

Testing and Acceptance: Thorough testing of all system software changes, releases
and upgrades in testing environment prior to deployment to production.

Uninterrupted Power Supply (UPS) Electrical Protection: Electrical power is isolated
from utility power surges, fluctuations, spikes and high frequency electrical noise.
Controlled shutdown of computer equipment will be executed during extended utility
power outages.

Basic Tenets

Both parties agree to several basic principles or tenets with regard to the current environment and
the future expansion of this service:

All systems are in compliance with applicable state standards and policies as
documented on MINE, the state Intranet Web Page.

ITSD minimizes support costs by sharing IT resources among customers and using the
existing operations infrastructure.

The availability objective of system production operation is 100% during prime time hours
(Monday through Friday, 8 a.m. to 5 p.m., except state holidays). All non-prime time
system outages are scheduied with advance notice to all customers.

Customer Responsibilities

Backup and Recovery: In the case of Dedicated Servers, Customer wilt administer the
backup and recovery process and is responsible for purchasing the backup tapes.
Customer is responsible for ensuring appropriate backups are completed and for
recovering data from these backups.

For BOMA servers, {TSD is responsible for administering the backup and recovery
process.

Capacity Planning: Communicate changes to ITSD that potentially impact capacity
planning. This includes changes to the number of customer users and the amount of
disk required. ‘

Customer Contacts: The customer will identify the following one or two customer
contacts to perform the corresponding functions:
1. The Administrative Customer Contact will

¢ Have full authority to add or change services provided under this agreement

¢ Act as the customer representative regarding billing information and issues

e Participate in annual reviews of this agreement, associated services, and rates.
2. The Technical Customer Contact will

» Be the focal point for issues regarding LAN Hosting services
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e Be responsible to disseminate service information to all affected customer
personnel and users.

The customer will notify ITSD whenever a change in these customer contacts takes

place and an attachment to this SLA reflecting these changes will be added.

Disaster Recovery: |TSD recommends that customers have and maintain a disaster
recovery plan. Customer participates in the disaster recovery contract with SunGard and
these servers will be covered under the Customer’s plan.

Physical Security: Customer is responsible for the physical security of ITSD hardware.
Minimum criteria are available from the Office of Cyber Protection.

Problems, Questions and Support: Contact the ITSD Customer Service Center at
444-2000, 1-800-628-4817, or via the email address <DOA ITSD Customer Support>.
ITSD Customer Service Center staff will open a ticket and provide customer with the
ticket number.

Security: Compliance with state security policies and practices as documented on
MINE, the state Intranet Web Page.

Standards and Policies: Compliance with the standards and policies established to
ensure the reliability and manageability of the platforms and which are documented on
MINE, the state Intranet Web Page.

Testing and Acceptance: Perform testing following operating system and software
changes, releases, and upgrades. Notify ITSD of acceptance after testing is complete.

User Administration: Customer is responsible for administration of all user rights and
privileges.

Terms and Conditions

Acceptance: Customer acceptance of service will be verbal unless formal written
acceptance is requested.

Agreement Termination: The customer or ITSD can terminate this agreement upon
thirty {(30) days written notice.

Amendments: Madifications or addenda to this agreement may be made with the
mutual written consent of both parties.

Billing Schedule: Services will be billed (in arrears). The specific annual and monthly
amount appears in the latest LAN Services attachments to this SLA. Bills will be
submitted through ITSD’'s Computer Billing System.

Customer Responsibilities: The customer acknowledges that performance by ITSD
requires infermation and cooperation from the customer. The customer will provide
complete, timely, and accurate data and information necessary to support {TSD's
performance of this service. The customer will assist ITSD in providing information
regarding future needs and demands that will be placed on ITSD rescurces.

Liability: ITSD shall not be liable for any costs that the customer may incur incidental to
this agreement. :

Rate: The annual rate is listed on the most recent attachment to this SLA. The rate will
be reviewed annually prior to fiscal year end.

Severability: Any service outlined in the attachments may be terminated without
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affecting the whole of this agreement.

Warranties: ITSD agrees to furnish all services and decumentation identified in this
agreement. There are no other warranties.
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Attachment A

This attachment lists the services and Customer Responsibilities specific to the Local Area

Network (LAN) Hosting Service, which are covered under this agreement. Additional attachments
will be added as the customer’s requirements change regarding

Number of users of the LAN Server Hosting Service
Storage space for the LAN Server Hosting Service
Number of servers required

Customer Contact Information.

The Customer Contacts are:
¢ Administrative Customer Contact
Name: Mike Raczkowski Phone: 444-9660

e Technical Customer Contact
Name: Dept. of Corrections Help Desk Phone: 444-4334

If there are significant changes in hardware configuration resulting in increased costs to ITSD,
ITSD reserves the right to modify the rates below. Initial rate analysis is on page 6.

v MonﬁﬂyRatePer Number of

StartDate. Typ"e o Sites

7/1/2005 BOMA $126 4
711/2005  Dedicated  $133

" Billing Number(s)

BOMA sites are: Board of Pardons, Boulder (Riverside), Helena P & P, Miles City P & P
Dedicated server sites are: Billings P & P, Butte P & P, Great Falls P & P, Helena Central Office,
Kalispell P & P, Missoula P & P, MSP {Men’s Prison), MWP {Women’s Prison), Pine Hills School

Approvals:
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Qe & [ttt Gf2i fos”

r?ff g Actipg/Chief Information Officer Date
Irifol ec nology Services Division
artm

t of Administration
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Corrections LAN Hosting

Rate Analysis
6/13/2005

Dedicated Servers - 9 Sites

Annual Costs

Hardware* $ 11,970 {9 X $5,320 or $58,520 / 4yrs)
Administrative 2,394 (20%}

Total Annual Costs $ 14,364

ITSD New Monthly Charge $ 1,197 ($14,364 / 12mos)

Per server per month $ 133 ($1,463 / 9 servers)

*Hardware costs for 11 servers.
(Xeon processor, 4GB RAM, 3x36GB Drives (RAID5) and LTO tape backup - $4,900)
(UPS - $420)

Note: Corrections will continue to pay monthly network connection fee.

Hosted BOMA Service - 4 sites

Annual Costs

Hardware $ 3,920 {4 servers at $3,500 each plus $420 UPS each / 4 years)
1,125 {1 servers at 34,500 each / 4 years)
-— (Storage will be on above server; no SAN. If needed: $72.20/GB)

Administrative 1,009 {20%)
Total Annual Costs $ 6,054
Total Monthly Charge $ 505
Per server per month $ 126
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Attachment B

This attachment supersedes previous Attachment, A.

¢ Attachment B reflects changes to the locations using the two different hosting options, BOMA vs.
Dedicated.

e Attachment B reflects the additional specification that backups for BOMA sites be retained for no
longer than 28 days.

The Customer Contacts are:
¢ Administrative Customer Contact
Name: Mike Raczkowski Phone: 444-9660

¢+ Technical Customer Contact
Name: Dept. of Corrections Help Desk Phone: 444-4334

If there are significant changes in hardware configuration resulting in increased costs to ITSD,
ITSD reserves the right to modify the rates below. Initial rate analysis is on page 6.

‘:MIYRatePer Number-o_;
e Billing Number(S)

BOMA
Dedicated

7H/2005
12005

BOMA sites are: Board of Pardons, Boulder (Riverside), Helena P & P, Miles City P & P, Butte P
& P, Great Falls P & P, Kalispell P & P, Missoula P & P

Dedicated server sites are: Billings P & P, Helena Central Office, MSP (Men’s Prison), Pine Hills
Schaool

Note: The site at MWP (Women’s Prison) will be combined with Billings P & P resulting in one
less server needed.

Approvals:

77 /4 Jze-o0”

John Datgherty, Chief Date
Information Technology Bureau
Department of Corrections
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